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TO:  
NAESB Cybersecurity Subcommittee participants and interested parties
FROM: 
Caroline Trum, NAESB Director of Wholesale Electric Activities 
DATE:

July 24, 2025
RE:  
Draft Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – July 24, 2025
Wholesale Electric Quadrant

Cybersecurity Subcommittee Meeting

July 24, 2025 from 2:00 PM – 3:00 PM Central

Draft Minutes
1. Administrative Items
Mr. Brooks opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Brooks reviewed the agenda with the participants.  The agenda was adopted by consensus.
The participants reviewed the draft minutes from the June 30, 2025 meeting.  Minor modifications were made to correct a formatting error.  Mr. Sappenfield moved, seconded by Mr. Galloway, to adopt the revised draft minutes.  The final minutes for the June 30, 2025 meeting can be viewed at the following hyperlink:  https://naesb.org/pdf4/weq_css063025fm.doc. 
2.
Continue to Discuss 2025 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks stated that as discussed during the previous meeting, Ms. Lee submitted a work paper proposing additional revisions to the NAESB Accreditation Requirements for ACAs Section 5.1.6 Key Sizes.  He asked her to review the additional modifications. 
Ms. Lee stated that the revisions add a parenthetical to identify the key strength associated with each key size reference and are not a substantive change to the existing requirements or prior revisions.  She explained that inclusion of key strength will provide additional clarity and allow for more accurate comparison between algorithms.  Mr. Mullen noted that use of key size and strength aligns with the algorithm descriptors used by NIST within its documentation.  There was general agreement to include bot key size and strength references in Section 5.1.6.
Ms. Lee stated that the second bullet references the use of 4096 bits for RSA and at least 256 bits for ECDSA.  She explained that there is a slight difference in key strength between these two key sizes, as 4096 bits for RSA equates to 140 bits of security and 256 bits for ECDSA equates to 128 bits of security.  The participants discussed if the mismatch between the two algorithms created a consistency issue.  Ms. Kelley stated that both RSA and ECDSA are used to generate digital signatures but that RSA is more commonly used.  She noted that the Certificate Authority-Browser (CA/B) Forum recommends use of a minimum 3072 bits for RSA and 256 bits for ECDSA.  Ms. Lee asked if the participants should consider revising the RSA to align with the CA/B Forum recommendations.  It was noted that the use of at least 4096 bits for RSA is an existing requirement within the NAESB Accreditation Requirements for ACAs.  Mr. Mullen suggested that 4096 bits of RSA be retained unless there is a material reason to consider lowering the minimum requirement.
Mr. Brooks noted that one of the proposed changes to the second bullet was to remove DSA as NIST recommended deprecation of this algorithm.  He explained that to allow sufficient time to accommodate this update, the participants had agreed to specify that the requirement would become effective after December 31, 2025.  However, as proposed, the “clean” version of the language would not include any reference to DSA.  The participants agreed that this could create confusion and may give the impression that use of at least 4096 bits for RSA and 256 bits for ECDSA is a new requirement.  Ms. Lee stated that the NIST guidance regarding the deprecation of DSA was specific to signature generation.  Mr. Galloway suggested a second sentence be added to the bullet to clearly specify that new Certificate Authority Certificates signatures shall not be generated with DSA after December 31, 2025. 

Ms. Lee stated that the first two bullets reference requirements for all Certificate Authority Certificates which differ from the specific Subscriber Certificates requirements referenced in the last two bullets.  She asked if there was a need to harmonize the requirements or better clarify the types of digital certificates that are included in each reference.  It was noted that the NAESB Accreditation Requirements for ACAs uses the terms Certificate, Certificate Authority Certificates, and Subscriber Certificates throughout the document.  There was general agreement that use of these terms in other sections sufficiently differentiates between the two references to Certificate Authority Certificates and Subscriber Certificates in Section 5.1.6.
Mr. Brooks asked if there were any other revisions to Section 5.1.6 that should be discussed.  Mr. Kumar suggested that a vote on the modifications be postponed until the next meeting to allow participants time to review the changes.  Mr. Rendon stated that SSL.com had internally discussed the need for additional consistency changes within the document and could provide these for discussion at the next meeting.  Mr. Brooks stated that he would work with the NAESB office to schedule an additional meeting of the subcommittee for early August.
The proposed modifications to the NAESB Accreditation Requirements for ACAs as revised during the meeting is available at the following link: https://naesb.org/member_login_check.asp?doc=weq_css072425a1.docx. 
3.
Identify Next Steps and Discuss Action Items

Mr. Brooks stated that during the next meeting, the participants will review the any additional proposed revisions to the NAESB Accreditation Requirements for ACAs and may consider a vote to adopt the proposed changes as part of the recommendation to address 2025 WEQ Annual Plan Item 3.a.  He noted that if there are no further proposals for consideration regarding 2025 WEQ Annual Plan Item 3.b, the participants may also consider and vote on a no action recommendation in response to this assignment.  
4.
Adjourn
The meeting adjourned at 3:01 PM Central on a motion by Mr. Galloway, seconded by Ms. Lee.
5.
Attendees 
	Name
	Organization

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Jeremiah Doyle
	SSL.com

	Kim Duffley
	NARUC

	Zeenath Fernandes
	PJM

	John Galloway
	ISO-New England

	Rebecca Kelley
	SSL.com

	Mohit Kumar
	GMO GlobalSign

	Annabelle Lee
	Nevermore Security

	Glen Mullen
	SSL.com

	Amrit Nagi
	NAESB

	Chris Norton
	American Municipal Power

	Corey Rasmussen
	OATI

	Daniel Rendon
	SSL.com

	Keith Sappenfield
	KS Energy Consultant

	Caroline Trum
	NAESB
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