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May 8, 2025
RE:  
Final Minutes of the NAESB WEQ Cybersecurity Subcommittee Meeting – May 7, 2025
Wholesale Electric Quadrant

Cybersecurity Subcommittee Meeting

May 7, 2025 from 10:00 AM – 11:00 AM Central

Final Minutes
1. Administrative Items
Mr. Phillips opened the meeting and welcomed the participants.  Ms. Trum provided the Antitrust and Other Meeting Policies reminder.  Mr. Phillips reviewed the agenda with the participants.  The approval of the draft minutes from the February 18, 2025 Joint WEQ BPS, RMQ BPS, and WEQ Cybersecurity Subcommittee was added.  Mr. Galloway moved, seconded by Mr. Rendon, to adopt the agenda.  The motion passed a simple majority vote without opposition.
The participants reviewed the draft minutes from the August 1, 2024 and February 18, 2025 meetings.  Ms. Trum noted the WEQ and RMQ BPS had previously reviewed the draft joint meeting minutes and not offered changes.  Mr. Galloway moved, seconded by Ms. Lee, to adopt both sets of draft minutes as final.  The motion passed a simple majority vote without opposition.  
The final minutes for the August 1, 2024 meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_css080124fm.doc. 
The final minutes for the February 18, 2025 meeting can be viewed at the following hyperlink: https://naesb.org/pdf4/weq_bps_css_rmq_bps021825fm.docx. 
2.
Discuss 2025 WEQ Annual Plan Items 3.a and 3.b – Review annually at a minimum WEQ-012 and the accreditation requirements for Authorized Certification Authorities if any changes are needed to meet market conditions; Evaluate and modify as needed standards to support and/or complement the current version of the NERC Critical Infrastructure Protection Standards and any other activities of NERC and the FERC related to cybersecurity
Mr. Brooks reviewed the 2025 WEQ Annual Plan Assignment Work Paper.  He explained that the work paper includes recent NERC and FERC efforts related to cybersecurity as well as the cybersecurity related activities previously identified by participants as areas of continued discussion.
The participants discussed the four NERC standard projects underway related to the NERC Critical Infrastructure Protection (CIP) Reliability Standards: 2023-06 CIP-014 Risk Assessment Refinement, 2021-03 CIP-002 Transmission Owner Control Centers, 2023-09 Risk Management for Third-Party Cloud Services, and 2022-05 Modifications to CIP-008 Reporting Threshold.  Mr. Galloway stated that NERC is in the initial stages of addressing NERC Project 2023-09 and that this will be an important area for the participants to continue to monitor.  He suggested that the subcommittee review any finalized requirements to determine if there is impact to or overlap with the WEQ Business Practice Standards and the use of the NAESB PKI Framework.  The participants agreed that there is no need to take action at this time regarding the four standard projects.
Mr. Brooks stated that NERC filed CIP-002-8 – Cyber Security – BES Cyber System Categorization and CIP-003-11 Cyber Security – Security Management Controls with the FERC in December 2024.  The participants reviewed the new versions of the reliability requirements.  There was general agreement that there was not a need to consider new or revised WEQ Business Practice Standards at this time related to CIP-002-8 requirements.  Mr. Brooks stated that the WEQ Business Practice Standards include cybersecurity-related requirements for industry applications such as OASIS.  He asked if OASIS nodes would be considered a low impact bulk electric system (BES) cyber system (BCS) under CIP-003-11.  Mr. Galloway stated that under the NERC requirements, the system owner is responsible for determining the applicable system classification, if any.  He noted that he was unaware of any parties that had made this designation for OASIS nodes.  Ms. Coon agreed, stating that OATI had not received notice of such categorization from any of its OASIS software customers.  There was general agreement that there was not a need to consider new or revised WEQ Business Practice Standards at this time related to CIP-003-11.
The participants discussed the FERC NOPR NERC CIP-015-1 Cyber Security – Internal Network Security Monitoring and agreed that there was not a need to consider new or revised WEQ Business Practice Standards at this time related CIP-015-1.  The participants discussed FERC NOPR Supply Chain Risk Management Reliability Standards Revisions.  Mr. Galloway noted that the NOPR proposal includes requirements to validate the completeness and accuracy of risk assessment information received from vendors, such as through the use of an attestations or certifications.  He explained that these could include attestations and certifications related to the vendor’s internal security controls and how the vendor would address a compromise that could adversely impact the ability of an entity to carryout reliability functions.  He suggested that the subcommittee may want to ensure that the WEQ Business Practice Standards and NAESB Accreditation Requirements for ACAs and any resulting reliability standards are complementary.  

Ms. Trum stated that the WEQ Cybersecurity Subcommittee and WEQ BPS have a joint annual plan assignment to consider the development of business practices for cybersecurity disclosure best practice policies, such as software supply chain risks, to support industry implementation of any applicable regulations.  Mr. Brooks stated that the subcommittees should probably consider any Final Order and resulting reliability requirements in response to the NOPR to determine if there are supporting business practices that could support industry implementation.  He noted that one possible area could be the use of digital certificates to help ensure secure communications with vendors.  The participants agreed to continue that standard revisions are not needed at this time but to continue to monitor efforts in this area.
The participants reviewed WEQ-024 Cybersecurity Business Practice Standards.  Mr. Brooks asked if participants were aware of any issues or requirements that should be considered by the subcommittee that impact these standards or the cybersecurity protections for OASIS, e-Tag communications, and the NAESB EIR.  None were offered.

Mr. Rendon noted that the subcommittee had previously discussed CA/B Forum efforts to shorten the validity period for certificates and had recently passed a ballot in this area.  Ms. Kelley stated that the CA/B Forum adopted a tiered approach that will gradually reduce the certificate lifespan from its current 398 days to 47 days by 2029.  Mr. Rendon stated that the reduced lifespan will not impact a certificate holder’s ability to use current certificates.
Ms. Fernandes noted that PJM is reviewing the NIST Post-Quantum Cryptography guidance and asked if there have been any discussions around the how these recommendations could be implemented by industry in the use of digital certificates.  Mr. Rendon stated that the CA/B Forum has not yet issued guidance regarding the three NIST recommendations for quantum-resistant public-key cryptographic algorithms.  He noted that these recommendations include the deprecation of RSA-based encryption which is one of the protocols referenced in the NAESB Accreditation Requirements for ACAs.  Mr. Brooks suggested the participants further discuss the new guidance to better understand any forthcoming potential impact to the WEQ Business Practice Standards and NAESB PKI Framework.  Mr. Rendon offered to provide more detailed information for the next meeting regarding the NIST requirements.
The 2025 WEQ Annual Plan Assignments Work Paper as revised during the meeting is available at the following hyperlink: https://naesb.org/pdf4/weq_css050725a1.docx. 

4.
Other Business
The participants agreed to hold an additional meeting of the subcommittee in early June to continue discussions.
5.
Adjourn
The meeting adjourned at 11:05 AM Central on a motion by Mr. Galloway.
6.
Attendees 
	Name
	Organization

	Steven Ashbaker
	WECC

	Dick Brooks
	Business Cyber Guardian

	Michelle Coon
	OATI

	Jeremiah Doyle
	SSL.com

	Zeenath Fernandes
	PJM

	John Galloway
	ISO-New England

	Rebecca Kelley
	SSL.com

	Annabelle Lee
	Nevermore Security

	Amrit Nagi
	NAESB

	Joshua Phillips
	SPP

	Farrokh Rahimi
	OATI

	Daniel Rendon
	SSL.com

	Cory Samm
	Hoosier Energy REC

	Jay Sethi
	Manitoba Hydro

	Lisa Sieg
	LG&E and KU Services

	Caroline Trum
	NAESB


NAESB WEQ CSS Final Meeting Minutes – May 7, 2024
Page 1

