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Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
June 23, 2026 – 1:00 PM to 2:30 PM Central

DRAFT MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Mr. Booe provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  Mr. Ochester moved to adopt the agenda, and Mr. Fones seconded the motion. The motion passed without opposition
The participants reviewed the draft minutes from the June 8, 2026 meeting.  No modifications were offered.  Mr. Ochester moved, seconded by Mr. Fones, to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: https://www.naesb.org/pdf4/weq_bps_css060826fm.docx. 
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
[bookmark: _Hlk233122199]Mr. Brooks suggested that the participants review the Areas to Address in Standardized Contract Language Terms & Conditions work paper in conjunction with Security Notification Example that Mr. Brooks provided for the meeting to conduct a gap analysis of what has been identified in the work paper to date.   The participants discussed the first item concerning the timeline for reporting vulnerabilities and the two potential provisions that have been identified in previous meetings. Mr. Brooks noted the timing of the notifications provided in the illustrative security example to demonstrate that there can be lags in time between when a vulnerability is discovered and when they are publicly announced.  He asked the participants if they have experienced similar time lags with their vendors.  Mr. Ochester stated that MISO has specific language in their vendor contracts requiring notification at the earliest identification of a known vulnerability, and expressed his support for receiving notice as soon as possible.  Mr. Uber agreed, but noted that there may be situations when a vulnerability researcher identifies an issue and privately discloses it but the confirmation process by the client causes a significant delay.  He stated that it would be helpful to make the distinction that the vulnerability is exploitable. The participants agreed with his recommendation and modified the item to include the “exploitable” language. The participants also drafted a new potential provision that vulnerabilities reported by researchers that are not confirmed as exploitable regardless if reported publicly or privately should take place within 72-hours, but decided that the provision should not be included in section one and should be further explored.  Ms. Lee noted that requiring notification of unconfirmed vulnerabilities could become problematic. 
Next, the participants discussed whether the contract should define “high-risk vulnerabilities,” and drafted a proposed definition. Mr. Uber asked how the requirements being discussed could be made enforceable.  Mr. Brooks stated that NAESB standards are voluntary and confirmed with Mr. Booe that Federal Energy Regulatory Commission (FERC) has historically not adopted and enforced NAESB standardized contracts.  Mr. Booe confirmed and noted that any of the provisions/requirements would have to be contractually enforced, unless the committee determined to develop a business practice standard or FERC took unprecedented action to adopt the contract. 
The participants moved to item two and discussed if certain types of vulnerabilities should be specifically identified.  Mr. Brooks noted that the Security Notification Example references the MITRE CWE identifiers and suggested that the draft provisions reference the same.  The participants agreed and discussed the value of including requiring designations as vulnerabilities that impact safety and/or have broader societal or economic impacts.  Ms. Lee noted that this could be a subjective analysis and environment dependent.  Mr. Ochester stated that the impact of a vulnerability is really an enterprise risk determination that would be made by the client, and encouraged the participants to think about the liability obligations that could be created by requiring that analysis.  Mr. Brooks noted that the information may be helpful to some parties but not to others.  Given the voluntary nature of the provision, the participants agreed to include the impact analysis requirement at this time.  The participants responded to the previously posed questions in item two and determined that scope of the document should be limited to vulnerabilities at not incorporate security breaches.  
Item three and four were discussed, but no changes were made to the proposed provisions. 
The participants discussed the fifth item, minimum requirements for a vendor to provide information about the severity or impact of a vulnerability.  Ms. Lee reiterated that severity and impact assessments are highly subjective Mr. Brooks recommended that item be revised to simply reference CVSS.  Mr. Uber suggested that Version 4 be specifically noted, but the participants determined to reference “the most current version” to eliminate maintenance issues.    
Related to item six, the participants agreed that vendor disclosure work arounds should be required if there is not a patch available, and agreed to remove the reference to “minimum” requirements in both item six and seven. 
Next, Mr. Brooks introduced item seven and suggested that the clarity be added to distinguish the item from item six by noting that it relates to situations when an immediate fix or available patch is not available.  Mr. Uber asked if there should be an opportunity for a client to challenge the justification when a determination is made that there is no remediation plan.  Ms. Lee stated that it is often the case in OT systems that certain products used are no longer being supported and could be a reference point to provide context for the appropriate justification.  The participants supported her recommendation and a distinction for supported products was included in the potential provisions.  Mr. Ochester asked if requirements for an end-of-life notification for component products had been included in the current document.  Mr. Brooks supported adding a provision and suggested it be added to item twenty.  The participants discussed the final proposed provision concerning liability for vendors for material harm to a client system as the result of a vulnerability and agreed to specifically reference the recovery costs.
For item eight, the participants determined to remove the reference to OWASP and replace it with the previously used CWE and CVE reporting.  A conforming change was made to item two.  The participants also discussed item nine and all agreed that breaches should be reported but that noting the regulatory requirements is unnecessary.  Mr. Ochester stated that vendor may already be obligated to disclose a breach through public documentation or other regulatory requirements outside the energy sector, but supported retaining the item. 
The work paper, as revised during the meeting, is available through the following hyperlink: https://www.naesb.org/pdf4/weq_bps_css062326a1.docx 
3. Identify Next Steps and Action Items
Mr. Brooks asked the participants if holding a follow-up meeting in two to three weeks to continue the review of the document would work for everyone’s schedule and noted that the goal is to have the work product completed by early September.  No concerns were raised. 
Mr. Brooks stated that he will work with the NAESB office to schedule the next meeting.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 2:30 PM Central.
6. Attendance 
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