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WHOLESALE ELECTRIC QUADRANT
Joint Business Practices Subcommittee and Cybersecurity Subcommittee Meeting 
Conference Call
June 8, 2026 – 2:00 to 3:30 PM Central

FINAL MINUTES
1. Welcome
Mr. Brooks welcomed the participants to the meeting. Ms. Trum provided the antitrust and meeting policies reminder.  The participants introduced themselves.  Mr. Brooks reviewed the agenda.  The agenda was adopted on a motion by Mr. Sappenfield
The participants reviewed the draft minutes from the May 21, 2026 meeting.  No modifications were offered.  Mr. Sappenfield moved, seconded by Mr. Anglin, to adopt the draft minutes as final.  The final minutes for the meeting are available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css052126fm.docx. 
2. Continue to Discuss 2026 WEQ Annual Plan Item 1.b – Consider and develop business practice standards for cybersecurity vulnerability disclosures, such as software supply chain risks, including those to support industry implementation of FERC Order No. 912 in Docket Nos. RM24-4-000 and RM20-19-000
Mr. Brooks stated that the goal of the meeting is to complete review of the Areas to Address in Standardized Contract Language Terms & Conditions work paper to identify potential provisions that should be considered for inclusion in the development of contract language.  He reviewed the areas discussed during the previous meeting.
The participants discussed the tenth item: requirement for vendors to have documented policies and procedures for vulnerability management and reporting.  Mr. Brooks suggested as potential considerations a requirement for vendors to make available coordinated vulnerability disclosure reporting policies.  He stated that the language could also identify minimum requirements for the disclosures aligned with industry standards, like the International Electrotechnical Commission (IEC).
The participants discussed the eleventh item: disclosure of vulnerability description and material defects it presents.  Mr. Anglin stated that important information for the customer to obtain from the vendor includes the current state of the exploitation and the date and source of the exploitation discovery.  It was noted other helpful information from vendors would be the recommended timeline for implementing the recommended corrective action to mitigate the vulnerability and if the implementation is a “hot fix” or a “cold fix.”
The participants discussed the twelfth item: public-private status of vulnerability expectations for disclosure.  Mr. Anglin noted that vendors may classify a vulnerability as publicly known as soon as it is disclosed to a third-party, regardless of any confidentiality or non-disclosure agreements in place.  Mr. Brooks asked if there is any need for a provision that would require vendors to disclose all vulnerabilities as soon as it becomes known to the vendor.  Mr. Anglin stated that depending on the vulnerability and level of criticality, a vendor may wait to disclose until there is an available mitigation to reduce the risk of exploitation.  He noted that requiring blanket disclosure could increase the exploitation risk and may introduce new liability concerns if there is a leak of the disclosed information from the receiving company.  Mr. Sappenfield stated that there does not appear to be any material benefit to the customer in knowing this information.  The participants agreed to strike this as an area of consideration and not include any related provisions.
The participants discussed the thirteenth item and agreed to include a potential provision to require vendors disclose the existence of any software or product backdoors.  The participants discussed the fourteenth item and agreed to include a provision specifying relevant industry standards that a vendor must meet, at a minimum, like those from NERC and NIST.
The participants discussed the fifteenth item: status reporting of vulnerability; minimum requirements for written updates of progress.  Mr. Brooks suggested including provisions to require vendors provide vulnerability status and end-of-life updates and the frequency these are to be provided.
The participants discussed the sixteenth item and agreed to include a potential provision to identify the scenarios that would permit customer disclosure of a vulnerability from the vendor to E-ISAC or another regulatory or government agency.  The participants discussed the seventeenth item and agreed to include a potential provision to identify the a default communication medium for notification of vulnerabilities and status reports.
The participants discussed the eighteenth item and agreed to include a potential provision to require vendors provide customers with information on how to determine if its system or software has been compromised due to a vulnerability disclosed by the vendor.  The participants discussed the nineteenth item and agreed to include a provision that would override any software or product end user agreement language that would otherwise prevent a customer from performing the needed actions to assess cyber risks.
The participants discussed the twentieth item: expectation of vendor attestation for adherence to secure by design best practices defined by CISA.  Mr. Brooks stated that as part of the best practices, CISA provides a Software Acquisition Guide for Government Enterprise Consumers Spreadsheet to help entities tailor the elements that best fit their needs.  He suggested that it may be beneficial to develop a similar tool that can be used as part of the contracting process or include a provision that references use of the North American Transmission Forum Energy Sector Supply Chain Risk Questionnaire.   It was suggested that this could include vendor attestation to adherence to the CISA guidelines.
The participants discussed the fifth and sixth items: minimum requirements for vendor to provide information about severity/impact of vulnerability and minimum requirements for remediation, mitigation, compensating security controls, and/or workarounds.  Mr. Anglin stated that vendors will likely not be able to provide information regarding the impact of a vulnerability, explaining that this will be dependent on a number of different factors unique to each customer.  Mr. Brooks noted that it could be helpful if the vendor disclosed worst case scenarios for the vulnerability.
The work paper, as revised during the meeting, is available through the following hyperlink: https://naesb.org/pdf4/weq_bps_css060826a1.docx.  
3. Identify Next Steps and Action Items
Mr. Brooks asked participants to review the Areas to Address in Standardized Contract Language Terms & Conditions work paper and come prepared to the next meeting to discuss any concerns, issues, or additional provisions.  He stated that the next step will be to begin drafting contract language to cover each of the potential provisions. 
Mr. Brooks stated that he will work with the NAESB office to schedule the next meeting.
4. Other Business
There was no other business discussed.
5. Adjourn
The meeting adjourned 3:17 PM Central on a motion by Mr. Sappenfield.
6. Attendance 
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